I . BACKGROUND AND DIFFICULTIES IN STANDARDIZING CRYPTOGRAPHIC TECHNIQUES
Last year an interesting collection [l-6] of status reports on cryptography appeared in the proceedings of IEEE. These papers contain more details on a number of important issues like Kerckhoff's assumption (the security of a cipher must entirely reside in the secret key), secret and open research in cryptology, the status of cryptanalysis, standardization efforts, controversy and public acceptance.
In this context it is important to mention that widespread use of cryptography in an open network requires interoperability, and hence some standardization. Such standardization of public algorithms can then be combined with a public scientific evaluation and may lead to wide acceptance, which again stimulates the market. On the other hand, the public nature of the algorithms and their widespread use increases the visibility and the target and hence will attract more attacks. In the international scientific community as present at Crypto and Eurocrypt it is generally agreed that open research on cryptography should produce secure and practical algorithms that can withstand even massive attacks. The DES is such an algorithm that has been analysed extensively and is widely used and standardized [2] . There is a general consensus today that DES is a rather good algorithm with an unfortunately small key [l] . If such algorithms are used internationally for data confidentiality, however, there may be a conflict with national interests [1, 7] .
A BREAKTHROUGH I N EUROPEAN TELECOMMUNICA-TION
By 1992 the European Community plans to set up a unified European market of about 300 million customers. In view of this market integrated broadband communication (IBC) is planned for commercial use in 1995. This IBC will provide high speed channels (64 kbps, 2 Mbps and more) of image, voice, sound and data communications and will support a broad spectrum of services Like telex, telefax, telephony, teletex, videotex, electronic mail, telenewspaper, teleconferencing, videoconferencing, cable TV, telebankmg, teleshopping, home banking, EFT, POS, mobile telephony, paging, alarm service, directory services, etc. These services can b e home based. office based, (private or public) manufacturing or mobile. They may include dialogue service or messaging or retrieval or a distribution service.
It is clear that the majority of these services offered in future networks are crucially dependent on cryptography for security. Figure 1 indicates the relationship between on the one hand the cryptographic algorithms and their modes of use, and on the other hand the security mechanisms, security services and applications as they are desired in IBC. Data confidentiality is not always required, but integrity is needed for authentication, non repudiation, access control etc.
In order to pave the way towards commercial use of Integrated Broadband Communications (IBC) 
THE RIPE CALL FOR INTEGRITY PRIMITIVES
In RIPE, it is advocated that the best way to achieve wide acceptance for a collection of algorithms for integrity and authentication is by an open call for such algorithms, similar to the call in the US., which has produced DES. These submissions will then be evaluated by RIPE. The project has put significant effort in creating the optimal conditions for standardization of integrity primitives. The scope of the project and the evaluation procedure were fixed after having reached consensus with the main parties involved. Also there is a cooperation between the RIPE project and the two other RACE projects on integrity (working on the functional specification of integrity and on techniques for integrity mechanisms, respectively). Therefore it is the project's firm belief that this work will lead to European standardization. Submissions can be any digital integrity primitive, from conventional hash functions, one-way functions and message authentication algorithms, through digital signature techniques, all the way to protocols for providing security services. The scope excludes data confidentiality. Direct benefits for algorithm proposers are expected t o include: lead time to deyelop implementations, retention of intellectual property protection and possible European standardization. Moreover the submitted integrity primitives will be treated confidentially during the evaluation. In exchange, those submissions finally selected must be made public and available for use in IBC on a non-discriminatory, but not necessarily royalty-free basis within the EEC.
In view of the potential use in IBC the submissions will be evaluated with respect to three aspects: functionality, modes of use, and performance. The evaluation will comprise computer simulation, statistical verification, and analysis of mathematical structure, particularly to verify their integrity properties. In conclusion, it is important to mention that the widest possible encouragement to submit should be given to individuals as well as companies, both within and outside the European Community. At the macro-economic level, this call provides a unique occasion for the international scientific community to see its work used widely, in accordance with an open scientific approach. At the micro-economic level it provides some direct benefits to submitters. 
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